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	VMI sertifikato instaliavimas

VMI sertifikato instaliavimui yra paruoštas failas VMI_sertifikatas.bat, kuris yra pagrindiniame RIV_GAMA kataloge.
Sertifikatas instaliuojamas kompiuteryje, iš kurio į VMI  bus siunčiama i.SAF arba i.IVAZ informacija. 
Tame kompiuteryje sukurkite darbinį katalogą, į kurį nukopijuokite failą VMI_sertifikatas.bat 
Visi tarpiniai failai ir sertifikato failas susikurs tame kataloge, iš kurio paleisite VMI_sertifikatas.bat
Instaliavimą privalo atlikti vartotojas, turintis kompiuterio administratoriaus teises. 
O sertifikato užregistravimas turi būti atliekamas prisijungus vardu vartotojo, kuriam tas sertifikatas generuojamas. 

Pagrindiniai sertifikato instaliavimo žingsniai:
· OpenSSL  suinstaliavimas.
· CSR failo sukūrimas
· Prisijungimas prie Mano VMI, sertifikato užsakymas ir atsisiuntimas
· Sertifikato užregistravimas
· Sertifikato patikrinimas
· Parametro RIV_GAMA programoje aprašymas


OpenSSL  suinstaliavimas

Jūsų sukurtame kataloge paleiskite VMI_sertifikatas.bat  ir vykdykite viską, kas bus parašyta ekrane.

Pirmoje eilutėje bus parašyta kurį OpenSSL instaliavimo variantą rinktis : Win32 ar Win64.
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Paspauskite bet kokį mygtuką. Atsidarys langas:
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Jame paeikite žemyn iki failų pasirinkimo.

Pasirinkite Jums tinkamą failą:  Win32 OpenSSL v3.1.2  arba Win64 OpenSSL v3.1.2
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ir paleiskite. Atsisiųsite instaliavimui reikalingą informaciją. 

Kartais kai kurios naršyklės bei antivirusinės programos gali blokuoti failą. Reikėtų įsitikinti ar failas atsisiuntė iki galo:
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]

[image: A screenshot of a computer error message

Description automatically generated]




Pradėkite instaliavimą:

[image: A screenshot of a computer
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[image: A screenshot of a computer error

Description automatically generated]
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Pastaba. Paskutiniame lange būtinai numinkite visus pažymėjimus!

CSR failo sukūrimas

Grįžkite į susikurtą katalogą ir dar kartą paleiskite VMI_sertifikatas.bat  
(Būtinai administratoriaus teisėmis.)

Toliau pildykite visą reikalingą informaciją- klausimai pasirodys ekrane.  

Įveskite CSR failo vardą  (pvz., failas1) ir paspauskite  Enter .
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Atsakinėkite į tolesnius klausimus:

- šalies kodas (pvz. LT)
[image: ]

- rajonas (pvz. Vilniaus)
[image: ]

- miestas (pvz. Vilnius)
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- įmonės pavadinimas (pvz. Mano įmonė)
[image: ]

- filialo pavadinimas (pvz. Vilniaus padalinys) – galima nenurodyti
[image: ]

- VMI sertifikato pavadinimas (pvz. sertifikatas1) 
Pastaba. Tai bus sertifikato pavadinimas, kurį vėliau RIV_GAMA programoje reikės 
įvesti parametrų aprašyme.
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- elektroninio pašto adresas (pvz. mano@email.lt)
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- VMI sertifikato slaptažodis (pvz. 12345)  Atsiminkite – jo dar reikės.
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- sutrumpintas įmonės pavadinimas (pvz. MI) – galima nenurodyti
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Viską suvedus atsiras informacija:
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Jūsų kataloge turi atsirasti .csr failas (pvz., failas1.csr).

Toliau vykdykite tai, kas parašyta ekrane.


        Prisijungimas prie Mano VMI, sertifikato užsakymas ir atsisiuntimas

Atidarykite internetinį puslapį :
https://imas.vmi.lt/isaf/
ir prisijunkite.

Paspauskite :

„ i.MAS“ ->“Žiniatinklio paslaugos“->“Užsakyti sertifikatą“
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Atsidarys  langas:
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Paspauskite „Įkelti dokumentą“ ir iš anksčiau susikurto lango pasirinkite .CSR failą (pvz. failas1.csr)
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Paspauskite mygtuką  „Generuoti sertifikatą“:
[image: ]
Grįžkite į sertifikatų sąrašą. Atsistokite ant savo sugeneruoto sertifikato, paspauskite [image: ]
ir pasirinkite „Atsisiųsti“.
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Atsisiųstą failą certificates.zip (jis greičiausiai bus downloads kataloge) nukopijuokite į  Jūsų susikurtą katalogą ir išarchyvuokite.

Jame atsiras failas certificate.crt


Sertifikato užregistravimas

Grįžkite į susikurtą katalogą, dar kartą paleiskite VMI_sertifikatas.bat  (Būtinai prisijungus vartotojo, kuriam sertifikatas generuojamas, vardu – sertifikatas bus užregistruotas tam vartotojui, kurio vardu prisijungus bus vykdoma ši operacija.)
ir įveskite sukurto CSR failo vardą (pvz. failas1).
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Įveskite VMI sertifikato slaptažodį, kurį buvote nurodę kuriant CSR failą ( pvz. 12345).
Pastaba - vedant slaptažodį paprastai ekrane visai nieko nerodo.  

[image: ]
Pakartokite VMI sertifikato slaptažodį, kurį buvote nurodę kuriant CSR failą ( pvz. 12345).
Pastaba - vedant slaptažodį paprastai ekrane visai nieko nerodo.  
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Po to atsiras pranešimas :
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Paspaudus bet kurį klavišą atsidarys langas:
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Pastaba.  Jeigu langas neatsidaro, tada nueikite į susikurtą katalogą ir tiesiog paleiskite 
failiuką .pfx  (failas1.pfx).
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Įveskite VMI sertifikato slaptažodį (pvz. 12345) ir 

būtinai pažymėkite “v” – mark this key as exportable
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Pastaba. Jeigu jau sukurtą sertifikatą reikia užregistruoti kitame kompiuteryje, tai nukopijuokite į jį failiuką .pfx (failas1.pfx) ir paleiskite. Toliau vykdykite tai, kas bus parašyta ekrane.



Sertifikato patikrinimas

Pasitikrinimui ar gerai užregistruotas VMI sertifikatas, interneto naršyklėje įveskite adresą:

 https://imas-ws.vmi.lt/ivaz-processor/services/sync?wsdl 

Jums turi parodyti sukurto sertifikato pavadinimą. 
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Parametrų RIV_GAMA programoje (versija nuo 109.0104) aprašymas

RIV_GAMA programoje sistemos parametro SS_VMI_SERT  (VMI sertifikatas) reikšmėse
nurodykite VMI sertifikato pavadinimą, (pvz. sertifikatas1)
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Download Win32/Win6é4 OpenSSL

Download Win32/Winé4 OpenSSL today using the links below!

File

Type

Description

Win64 OpenSSL v3.1.2 Light
EXE | MsI

5MB Installer

Installs the most commonly used essentials of
Win64 OpenSSL v3.1.2 (Recommended for users
by the creators of OpenSSL). Only installs on 64-
bit versions of Windows and targets Intel x64
chipsets. Note that this is a default build of
OpenSSL and is subject to local and state laws.
More information can be found in the legal
agreement of the installation.

140MB Installer

Installs Win64 OpenSSL v3.1.2 (Recommended
for software developers by the creators of
OpenssL). Only installs on 64-bit versions of
Windows and targets Intel x64 chipsets. Note
that this is a default build of OpenSSL and is
subject to local and state laws. More information
can be found in the legal agreement of the
installation.

Win32 OpenSSL v3.1.2 Light
EXE | MsI

4MB Installer

Installs the most commonly used essentials of
Win32 OpenSSL v3.1.2 (Only install this if you
need 32-bit OpenSSL for Windows. Note that
this is 2 default build of OpenSSL and is subject
to local and state laws. More information can be
found in the legal agreement of the installation.

116MB Installer

Installs Win32 OpenSSL v3.1.2 (Only install this if
you need 32-bit OpenSSL for Windows. Note
that this is a default build of OpenSSL and is
subject to local and state laws. More information
can be found in the legal agreement of the
installation.
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A Make sure you trust
Win320penSSL-3_1_2.exe
before you open it

Microsoft Defender SmartScreen couldn't
verify if this file is safe because it isn't
commonly downloaded. Make sure you
trust the file you're downloading or its
source before you open it.

Name: Win320penSSL-3_1_2.exe
Publisher: Unknown

Keep anyway
Report this app as safe

Learn more
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Windows protected your PC —

Microsoft Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.
Moare info
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Windows protected your PC
Microsoft Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.

App: ‘Win640OpenSSL-3_1_2.exe
Publisher: Unknown publisher
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15) Setup - OpenssL ¢

- x

Welcome to the OpenSSL (64-bit)
Setup Wizard
‘This will install OpenSSL 1. 1.0e (54-bit) on your computer.

Itis recommended that you dose al other appications before:
continuing,

Clidk Next to continue, or Cancel to exit Setup.

Next > Cancel
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15) Setup - OpenSSL (64-bit) -

License Agreement
Please read the folowing important nformation before continuing.

Please read the folowing License Agreement. You must accept the terms of this
agreement before contnuing with the nstalaton.

[DONATIONS NEEDED! If you are a business you should be contrbuting regular &
|donations. IF you are 2 generous indvidual, consder regular donations. Most
Ipeople simply take and run - leaving me to foot the bl. Thats notnice. Some
lbusinesses even drop their customers onto me to provide drect support to the
[customer (shem, PayPal). That's ust evi. Even f you canit afford  smal, one
fome donation of $10, atleast drop a Ine saying how much you apprecite the
Jeffort put into thisproject (and, optionaly, what you use OpenSSL. for). Lots of
|complaints and few compiments is discouraging.

|LEGAL NOTICE: This product indudes software developed by the OpensSL v

(@1 accept the agreement
Ol donot accept the agreement.

<Back [ MNext> Cancel
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15) Setup - OpensSL. (64-bit) -
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| etp il nstal OpenssL. (544 o the flowin foder

To continue, cick Next. If you would ke to selecta different folder, cick Browse.

Atleast 190,0 M of free disk space i required.

<Back [ MNext> Cancel





image12.png
1) Setup - OpenSSL (64-bit) -

Select Start Menu Folder
Where should Setup place the programis shortcuts?

Setup wil create the progranmis shorteuts i the following Start Menu folder.

To continue, cick Next. If you would ke to selecta different folder, cick Browse.

<Back [ MNext> Cancel
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Select Additional Tasks
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elect the additonl tasks you would ke Setup to perform whie nstaling OpenssL.
(64bi), then cick Next.

‘Copy OpenssL DLLs to:
® The Windows system drectory.
O The OpenssL binaries (fin) drectory

<gack |[ Next> Cancel
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Ready to Install
Setup i now ready to begn nstaling OpenSSL (64-bit) on your computer.

Clck Install o contnue with the instalation, or cick Backif you want o review or
change any settngs.

Destination ocation:
C:\OpensSL-vine+

Start Menu folder:
OpenssL.

Additonal tasks:
‘Copy OpenSsL Dl to:
“The Windows system drectory.

<Back Tnstal Cancel
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§8) Setup - OpenSL (¢

Completing the OpenSSL (64-bit)
Setup Wizard

Setup has fiished instaling OpenSSL (64-bi) on your
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installed cors.
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[ One-time $10 donation to Windows OpenssL
[ targer one-time donation to Windows OpenSSL.
[ Recurring $5 donation to Windows OpenSSL
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[ Recurring $25 donation to Windows OpenssL

Fiish





image16.png
Tueskite CSR failo varda: failasi_ 2




image17.png
untry Name (2 letter coded [AU





image18.png
State or Province Name (full name) [Some-Statel:





image19.png
lLocality Name (eg, city) [

Vilnius




image20.png
rganization Name (eg, company) [Internet Widgits Pty Ltdl:Mano imoné





image21.png
Organizational Unit Name (eg, section) [J:VUilniaus padalinys




image22.png
Common Name (e.g. server FQDN or YOUR name)> [





image23.png
Email Address [l:manofemail.lt




image24.png
A challenge password [1:12345




image25.png
Ain optional company name [




image26.png
[[veskite CSR failo varda: failast
flcencrating RsA private key, 2048 bit long modulus

§o 65537 ot 00pi >
fou"are about to he asked to enter information that will he incorporated
[into your certificate request.

hat Jou are about to ntex is what ic called a Distinguished Name ox a DN.

uite a feu fields but you can leave some blank
[Fox cone fields there will be a default valu
IF you enter *.*, the Field will be left blank.

ountry Nane (2 letter coded [AUI:LT

Cate or Province Nane Cfull name> [Some-Statel:Uilniaus

[Locality Nane Ceg, city) [1:Uilnius

rganization Name Ceg, companyd [Internet idgits Pty Ltdl:Mano jmoné
Organizational Unit Namo Cog “section> T:Uilnious padalings

onnon Nane Ce.g. server FQDN or YOUR nane> [1:sextifikatasi

lEnail Addvess [1:manoGemail.lt

lease enter the Following ’extra’ attributes
o be sent with your certificate request

challenge passuord [1:12345

in optional company nane [1:HI
[Prizijunkite pric 1.MAS

e dicite "[1.HASI->iZiniatinklio paslaugos]
flike1kite CSR Faila CFailasi.cor>

eneruokite ir atsisiuckite sertifikata
[epehuokice ip'faiia

ke veiksnus paspauskite bet kuri nygtuka





image27.png
MAS

MAS atstovai

Ziniatinklio paslaugos

akyti sertifikata

Sertifikato tipas savininkas

Ziniatinkiio paslaugos





image28.png
iMAS iSAF iVAZ

MAS atstovai E Grigti
AT S Ziniatinklio paslaugos uzsakymas

Démesio! i MAS Ziniatinkiio paslaugas galima pasieki tik su galiojanéiu duomeny teikimo sertifikatu

L.VAZ Ziniatinkiio paslaugy techniné specifikacija
A i.SAF Ziniatinklio paslaugy techniné specifikacija

Sertifikato generavimo instrukcia

VMI LMAS serifikavimo tarnybos Sakninis viesas sertfikatas

LSAF i LVAZ duomenu perdavimo Ziniatinklio paslaugomis testavimo galimybeés ir biitinos salygos

Pastabos

CsR failas

/_)7|Ke\(\ dokumenta &




image29.png
Organize = Newfolder

2 Fovrtes = Nome Datemodiied  Type Sz
B Downloads i 0060502 CRFile 2k
[ Desktop
] Recent Places
@ OneDrive

3 Documents
& Music

= Pictures
H Videos

% Computer
& Windows7_0S (C
= DATAGF)
ooy
5 oro (NCMTS1337 ™

File name: failasl





image30.png
Generuoti sertifikata




image31.png




image32.png
iMAS i.SAF

LMAS atstoval

Ziniatinklio paslaugos
Ziniatinklio paslaugos

Sertifikato tipas. Savininkas I5davimo data Galioja iki Busena Pastabos.

Duomeny teikimo Uzdaroji akcine bendrove

sertifikatas. 2017-04-06 2018-04-06 Galioja




image33.png
ispakuotas sertifikatas
Spauskite bet kuri mygtuka, kad testi




image34.png
lueskite CSR failo varda: failasi
Rastas ispakuotas sertifikatas
ISpauskite bet kuri mygtuka, kad testi
[Enter Export Password:_





image35.png
astas ispakuotas sertifikatas
fSpauskite bet kuri mygtuka, kad testi
JEncer Export Password:

erifying - Enter Export Passuord:.




image36.png
Tveskite CSR failo varda: failasi

Rastas ispakuotas sertifikatas

Spauskite bet kuri mygtuka, kad testi

[Enter Export Password:

Uerifying - Enter Export Passuord:

[Rakto idiegino metu iveskite eksportavime slaptazedi ir pazymekite varnele “Mark]
this key as exportable”

Spauskite bet kuri mygtuka. kad pradeti





image37.png
P ——

Welcome to the Certficate Import Wizard

o e oo s, conne i s e o
it

e~
e e S S S TS
e R e e e e s v

=
e

[e——





image38.png
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Specify the fie you want to mport.

Note: More than one certificate can be stored in a single fle in the folowing formats:
Personal Information Exchange-PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certifiates (P78)
Microsoft Seralzed Certificate Store (.SST)

Learn more about certficate fle formats
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C | @ htpsy/slproweb.com/products/Win320penSSLhtml

T Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now.

Shining Light Productions

“Meeting the Needs ofFelow Programmers”

Win32 OpenSSL

The Win32 OpenSSL Installation Project is dedicated to providing a simple installation of OpenSSL. It is easy to.
set up and easy to use through the simple, effective installer. No need to compile anything or jump through any
hoops, just click a few times and it s installed, leaving you to doing real work. Download it today! Note that
these are default builds of OpenSSL and subject to local and state laws. More information can be found in the
legal agreement of the installation.

LEGAL NOTICE: This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit. (http:/jwww.opensslorg!

System Requirements

Minimum system requirements: Recommended system requirements:
Windows XP or later Windows XP or later

32M8 RAM 128MB RAM

200MHz CPU 500MHz CPU

30MB hard drive space 50MB hard drive space

August 29, 2016 - OpenSSL 1.1.0 i quite different from previous releases. Users should install BOTH the
1.0.2 series (LTS) and the 1.1.0 series for maximum application compatibiity. Developers need to

recompile their software to support 1.1.0. See the official OpenSSL release strategy document for more
details.

Latest installer cryptographic hashes - MDS, SHA-1, SHA-256, and SHA-512. Also available in [SON
format, For those who are exceptionally needy. Now stop bothering me.

The following things in red are the result of my in-box being inundated with requests that resulted in
many facepalm moments. The intentionall satirical responses are placed here for your enjoyment and
education.





